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VMware vSphere 4.1

Application 

Services

Infrastructure 

Services

Scalability

VMware vSphere 4.1

Security

ÅAD Integration (host)

ÅMore VMs 

(per cluster, DC)

ÅMore Hosts

(per VC, DC)

ÅHA Diagnostics 

And HealthCheck

ÅvMotion Speed 

and Scale

Availability

vNetworkvStorage

ÅNetwork I/O Control

ÅLoad Based Teaming

ÅIPv6 NIST Compliance

ÅPerf. Improvements

ÅStorage I/O Control

ÅMore Perf. Metrics

ÅArray Integration

ÅMemory 

Compression

ÅDRS Host Affinity

vCompute

vCenter Server (64-bit)
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vSphere 4.1 ïMemory Compression

Description Benefits

ÅOptimized use of memory (freeing up space as 

needed)

ÅSafeguard for using memory overcommit feature 

with confidence

ÅReclaim Performance 

A new hierarchy for

VMwareôs memory

overcommit technology

(a VMware key

differentiator)

Beta Feedback
ñGreat for memory over-subscription.ò

Proof Point

1,000x faster 

than swap-in!

Virtual Memory (Virtual Machine)

Physical Memory (Physical Host)
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vSphere 4.1 ïNetwork I/O Control

Description Benefits

ÅPrioritized use of network, especially in 10 GbE 

environments (similar to how compute is prioritized 

with vSphere)

ÅImproved application performance

ÅBusiness priorities now define low and high priority 

network resource access as needed

ÅCreate the ñhigh speedò or HOV lane for VMs

Set network quality of

service priorities per

flow type (iSCSI, NFS, 

etc.)

Beta Feedback
ñThe new Network I/O control

feature is very interesting for

consolidating network links with

10GbE.ò

Proof Point

Guarantee 

service levels 

for access to 

network 

resources

FT vMotion NFS

vSwitch

TCP/IP

iSCSI

10 GigE
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Cabling: Just to make a point
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ÅNICs dedicated for some traffic types 

e.g. vMotion, IP Storage

ÅBandwidth assured by dedicated physical 

NICs

Network Traffic ManagementðEmergence of 10 GigE

FT vMotion NFS

vSwitch

TCP/IP

iSCSI

1GigE pNICs

FT vMotion NFS

vSwitch

TCP/IP

iSCSI

10 GigE pNICs

1GigE
10 GigE

Å Traffic typically converged to two 10

GigE NICs

Å Some traffic types & flows could 

dominate others through 

oversubscription

Traffic Types 

compete. 

Who gets what share 

of the vmnic?
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Network I/O ControlðConfiguration from vSphere Client 

e.g. VM traffic in this example:

- limited to max of 500 Mbps (aggregate of all VMs) 

- with minimum of 50/400 of pNIC bandwidth (50/(100+100+50+50+50+50) 

vDS only 

feature!

Shares

Guaranteed minimum 

service level

Limits

Maximum bandwidth 

for traffic class/type

Preconfigured 

Traffic Classes
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vSphere 4.1 ïStorage I/O Control

Description Benefits

ÅPrioritized use of storage (similar to how compute is 

prioritized with vSphere)

ÅImproved application performance

ÅBusiness priorities now define low and high priority 

storage resource access 

ÅCreate the ñhigh speedò or HOV lane for VMs

Set storage quality of

service priorities per

virtual machine 

Beta Feedback
ñI really feel that the Storage I/O

Control is a must have for our

environment and we should move 

forward without delay.ò

Proof Point

Make Your Mission 

Critical VMs VIPs

All VMs created 

equal

Guarantee 

service levels 

for access to 

storage

resources
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The I/O Sharing Problem

What you see

datastore

online 

store
data 

mining

Microsoft

Exchange

What you want to see

datastore

online 

store
data 

mining

Microsoft

Exchange

ÅLow priority VM can limit I/O bandwidth for high priority VMs 

ÅStorage I/O allocation should be in line with VM priorities
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Solution: Storage I/O Control (SIOC)

32GHz 

16GB

Datastore A

CPU shares: High

Memory shares: Highonline 

store

Microsoft

Exchange

data 

mining

CPU shares: Low

Memory shares: Low

CPU shares: High

Memory shares: High

I/O shares: High I/O shares: LowI/O shares: High
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Setting I/O Controls
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Enabling Storage I/O Control

Storage I/O Control

Enabled
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Allocate I/O Resources

Shares translate into ESX I/O queue slots

ÅVMs with more shares are allowed to send more I/Oôs at a time

ÅSlot assignment is dynamic, based on VM shares and current load

ÅTotal # of slots available is dynamic, based on level of congestion

I/Oôs in flight

STORAGE ARRAY     

data 

mining
online 

store
Microsoft

Exchange



14 Confidential

Storage I/O Control in Action: Example #1

Two VMs running IOmeter* on two hosts

Å16 KB random reads

VM1 : 1000 shares

VM2 : 2000 shares

Result: VMs get IOPS in ratio 1:2

* http://www.iometer.org

IOPS IOmeter 

Latency (ms)

IOPS IOmeter 

Latency

(ms)

VM1 1500 20 1080 31

VM2 1500 21 1900 16

Without Storage I/O Control With Storage I/O Control
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Technology Preview: Storage DRS

Storage DRS Features & Concepts

Tech Preview UI Workflow

Space and I/O Load Balancing
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Storage Placement Not Automated

ESX Hosts
Storage Devices

IT Admin

Management Nightmares

Virtual disk placement?

IO load balancing?

Out of space avoidance?

Storage vMotion
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Basic Concepts

ÅÅÅ
Datastore
Group 1

ÅÅÅ
Datastore
Group M

New abstraction: datastore groups

ÅNew management object

ÅStorage equivalent of DRS clusters

ÅConsists of similar datastores

ÅStorage load balancing domain
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Architecture

vCenter

DRS Storage DRS

actions

stats

ωωωCluster1

ωωω

Cluster 2

ωωω

Cluster3

ωωω

Cluster N

ωωω

ÅÅÅ
Datastore
Group 1

ÅÅÅ
Datastore
Group M

ωωω
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Key CapabilitiesðOverview

Datastore

Group

Storage vMotion

ÁEase of Storage Management

ÁInitial Placement

ÁOut of Space Avoidance

ÁIO Load Balancing

ÁVirtual Disk Affinity, Anti-Affinity

ÁDatastore Maintenance Mode

ÁAdd Datastore

Å
Å
Å
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Outline

Storage DRS Features & Concepts

Tech Preview UI Workflow

Space and I/O Load Balancing
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Workflow 1:

Create A Datastore Group
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New Datastore Group
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How do you want this Datastore Group configured?

Datastore Group Name

New Datastore Group
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How do you want this Datastore Group configured?

New Datastore Group



26 Confidential

How do you want this Datastore Group configured?

New Datastore Group
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Select the datastores you want to use for this datastore group. For best results, the datastores

you select should be connected to every host in all of your associated clusters

New Datastore Group
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Name

Storage DRS

New Datastore Group

Please review your selections below and click Finish to create the new Datastore Group

Please review your selections below and click Finish to create the new Datastore Group
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Workflow 2:

Create A Virtual Machine
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Datastore Group
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datastore group
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Workflow 3:

Add An Intra-VM Anti-Affinity Rule
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datastore group



35 Confidential

datastore group
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Workflow 4:

Datastore Maintenance Mode
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Outline

Storage DRS Features & Concepts

Tech Preview UI Workflow

Space and I/O Load Balancing
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Datastore Current 

Utilization

Growth Rate Time To 

Outage

Space

Metric

1 50% 100 GB / day 4 days Medium

2 60% 20 GB / day 3 weeks High

3 85% 10 GB / day 16 hours Low

Out of Space Avoidance ïAn Example (before)

Datastore 3Datastore 1 Datastore 2

Capacity

Utilization

Capacity

Utilization

Capacity

Utilization

Time Time TimeNow Now Now
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Datastore Current 

Utilization

Growth Rate Time To 

Outage

Space

Metric

1 50% 100 GB / day 4 days Medium

2 65% 20 GB / day 3 weeks High

3 77% 10 GB / day 2 days Medium

Out of Space Avoidance ïAn Example (after)

Datastore 3Datastore 1 Datastore 2

Capacity

Utilization

Capacity

Utilization

Capacity

Utilization

Time Time TimeNow Now Now
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Summary: Enterprise Workloads (Man v. Machine)

Human Experts vs. Storage DRS

Å13 VMs: 3 DVDstore, 2 Swingbench, 4 mail servers, 2 oltp, 2 webservers

Å2 ESX hosts, 3 storage devices (different FC LUNs in shades of blue)

Storage

DRS

Storage

DRS

Storage DRS provides lowest average latency,

similar throughput

Green: Average

Latency (ms)
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VAAI

vStorage APIs for Array Integration 
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VM Provisioning from Template with Full Copy

Benefits
ÁReduce installation time

ÁStandardize to ensure efficient                                                     
management, protection & control

Challenges
ÁRequires a full data copy

Á100 GB template (10 GB to copy): 5-20 minutes

ÁFT requires additional zeroing of blocks

Improved Solution
ÁUse arrayôs native copy/clone & zeroing functions

ÁUp to 10-20x speedup in provisioning time
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VAAI Speeds Up Storage vMotion - Example

42:27 - 39:12 = 

2 Min 21 sec w/out

(141 seconds)

33:04 - 32:37  =

27 Sec with VAAI

141 sec vs. 27 sec
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Copying Data ïOptimized Cloning with VAAI

VMFS directs storage to move data directly

ÅMuch less time!

ÁUp to 95% reduction

ÅDramatic reduction in load on:

ÁServers

ÁNetwork

ÁStorage

Time Server CPU 
& Memory %

Network 
Bandwidth 

Gb/sec

Storage Load 
MB/sec

Before VAAI

With VAAI
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VMFS Scalability with Atomic Test and Set (ATS)

Makes VMFS more scalable overall, by offloading block 
locking mechanism

Using Atomic Test and Set (ATS) capability provides an alternate 
option to use of SCSI reservations to protect the VMFS metadata 
from being written to by two separate ESX Servers at one time.

Normal VMware 

Locking (No ATS)

Enhanced VMware 

Locking (With ATS)
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ESXi
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New Feature: Full Support of Tech Support Mode

Can enable in vCenter or DCUI
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New Feature: Full Support of Tech Support Mode

Big Scary Warning

will be removedé

ébut admin will be

notified when active
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New Feature: Full Support of Tech Support Mode

ÅTimeout automatically disables Tech Support Mode (local and remote)

ÅRunning sessions are not terminated

ÅAll commands issued in Tech Support Mode are sent to syslog
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Summary of new features in ESXi 4.1

Deployment Options

ÅBoot from SAN

ÅScripted Installation (a la ñKickstartò)

Centralized updating of 3rd party code

ÅVMware Update Manager can deploy drivers, CIM providers, other modules

Improved Local Authentication

ÅBuilt-in Active Directory Service

ÅDCUI and Tech Support Mode access by any authorized user (not just root)

Easier CLI options for troubleshooting

ÅFull support of Tech Support Mode ïboth local and remote (via SSH)

ÅAdditional commands in Tech Support Mode: vscsiStats, nc, tcpdump-uw, etc.

ÅAdditional management options in vCLI: SCSI, VAAI, Network, VM

Better control over local activity

ÅDCUI and Tech Support Mode is configurable in vCenter Server

ÅTotal host lockdown possible

ÅActivity in Tech Support Mode is sent to syslog
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Availability ïHA & FT

DRS & DPM



56 Confidential

vMotion Enhancements

ÅSignificantly decreased the overall migration time (time will vary 
depending on workload)

ÅIncreased number of concurrent vMotions:

ÁESX host: 4 on a 1 Gbps network and 8 on a 10 Gbps network

ÁDatastore: 128 (both VMFS and NFS)

ÅMaintenance mode evacuation time is greatly decreased due to above 
improvements




